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As the world's infrastructure has quickly moved towards a Technological 

Revolution, so have the volume, velocity and sophistication of cyber threats. 

Though these are basics, traditional signature and rule based security solutions 

continue to be overwhelmed by polymorphism, zero day exploits and adapting 

adversarial tactics. The rapid evolution of technology has seen Artificial 

Intelligence (AI), including machine learning (ML), deep learning (DL), and 

natural language processing (NLP), become a game-changer in cybersecurity, 

creating the ability to learn from data, detect threats in real time, and act 

automatically to counter new attacks. This research paper reviews the literature 

on Artificial Intelligence in cybersecurity in a structured manner and analyzes 

literature obtained from the survey as well as literature obtained from secondary 

sources, and discusses the application of AI in cybersecurity, such as 

identification of intrusions, classification of malware, identification of phishing, 

prevention of fraud, and security orchestration. The research methodology used 

is a mixed research approach, which consists of a systematic literature review 

where the adoption trend and detection performance measure of the studies are 

quantitatively analyzed. It's found that the AI detection systems far surpass 

traditional detection systems in terms of both accuracy and reducing false-

positives — but there are challenges associated with AI detection systems, 

including adversarial AI attacks, data privacy issues, explainability limitations 

and resource intensive model training. Overall, the paper concludes that, 

properly harnessed, AI can be a force multiplier to human expertise and 

significantly enhance organizational cyber resilience. Some directions for future 

research are also suggested — explainable AI (XAI), federated learning in the 

interest of a believable threat intelligence — and adversarial defense by AI 

versus AI itself. 

 

© 2026 The Authors. This work is licensed under a Creative Commons Attribution 4.0 License. For more information, 

see https://creativecommons.org/licenses/by/4.0/ 
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1. Introduction 

1.1 Background 

Cybersecurity has gone beyond being just a technical issue 

and has become a core issue in organizational risk 

management, national security, and digital trust. The 

surface area exposed to attacks has increased manifold with 

the migration of businesses to cloud infrastructure and the 

addition of Internet of Things (IoT) devices and remote 

employees. Industry threat reports indicate that the 

incidence of, and ransom demands for, cyberattacks, 

including ransomware, phishing, distributed denial-of-

service (DDoS) attacks and supply-chain compromises, 

continue to increase year-over-year. However, traditional 

security solutions, based on known signatures and “static” 

rule sets, have trouble identifying new or emerging threats, 

and can often produce significant amounts of false positive 

results that flood security operations center (SOC) analysts. 

Artificial Intelligence presents a new way of doing things. 

Unlike only threat-signature based systems, an AI can learn 

from vast amounts of data to pick up the patterns of normal 

and malicious activity, detect subtle changes that might be a 
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sign of compromise and update itself to changing patterns 

without human rule updates. Nowadays, the Machine 

learning algorithms like random forests, support vector 

machine and gradient boosting are integrated into present 

Intrusion detection systems (IDS), Endpoint detection and 

response (EDR), Security information and event 

management (SIEM) and Fraud detection systems. 

1.2. Problem Statement 

While the integration of AI into cybersecurity is increasing, 

there are still great hurdles for organizations to overcome 

for effective adoption. Some of the inherent difficulties of 

these applications are limited access to quality labeled 

training data, possible malicious attempts to manipulate AI 

systems and models, limited explainability of complex deep 

leaning systems (often called the 'black box' problem), and 

high computational resources needed to train and test AI 

models at scale. Moreover, with the adoption of AI by 

defenders, attackers have also turned to employing AI to 

generate phishing content, deepfake social engineering and 

automated tools for finding vulnerabilities that could be 

weaponised. This dual use characteristic of AI introduces a 

complex ever-evolving threat landscape, which this 

research endeavors to explore. 

1.3 Objectives of the Study 

• To assess the strengths and weaknesses of existing 

research and challenges associated with applying AI in 

cybersecurity. 

• To discuss what percentage of the AI was utilized for 

different cybersecurity application areas. 

• To assess accuracy and false positive rates, comparing 

the performance of AI-based detection systems to 

traditional signature-based detection systems. 

• To understand the main problems and constraints 

involved in the implementation of AI in cybersecurity 

operations. 

• To suggest areas for future research and real-life 

recommendations regarding responsible AI use in 

cybersecurity. 

1.4 Significance of the Study 

The findings of this study hold profound implications for 

security practitioners, policymakers, and academic 

researchers alike, as they work to comprehend the potential 

of AI in security, alongside its challenges and limitations. 

The paper combines literature synthesis and quantitative 

data analysis to offer an evidence-based outlook on when 

AI can substantially contribute to cybersecurity and when it 

is advisable for individuals to be cautious, take manual 

steps, and further study AI in practice. 

1.5 Scope and Limitations 

The study encompasses various areas of AI's use in network 

intrusion detection, malware analysis, phishing and email 

security, fraud detection, user and entity behavior analytics 

(UEBA), and vulnerability management. The study does 

not involve testing a new AI model or utilize proprietary 

security logs within an organization, but instead uses 

secondary data and published literature, supplemented by 

illustrative survey statistics. So, results should be viewed as 

a combination of known facts and analysis of trends found 

in the literature, and not as an empirical test performed on 

actual network traffic. 

2. Literature Review 

 

This section reviews existing academic and industry 

research organized thematically around the major 

application domains of AI in cybersecurity, followed by a 

discussion of identified research gaps. 

2.1 Evolution of Intrusion Detection Systems 

The advancement of the IDS development is discussed in 

this session. Early works about intrusion detection research 

were of signature-based and statistical anomaly-detection 

methods. Researchers then experimented with classical 

machine learning methods like decision trees, k-nearest 

neighbors and support vector machines applied to build 

detection models on data sets like KDD Cup 99 and NSL-

KDD proving better detection of variants seen during the 

testing phase in comparison to static rule sets. More recent 

research made the focus to deep learning architectures like 

autoencoders for unsupervised anomaly detection as well as 

CNN and RNN based architectures to detect temporal 

attack patterns in network traffic, with further 

improvements on modern network traffic datasets like 

CICIDS2017 and UNSW-NB15. 

2.2 Malware Detection and Classification 

Conventional anti-virus protection is based on a group of 

signatures which have to be updated in order to keep up 

with the new and evolving malware variants. As shown in 

literature in this area, classifiers based on static features 

(like portable executable header information, opcode 

sequences and API call frequency) and dynamic features 

(like behavioral sandboxing logs) can help with 

generalization of detecting previously unknown malware 

families, also known as ‘zero-days.’ Doing this has been 

investigated using CNNs with malware binaries represented 

as images to do visual pattern recognition, as an alternative 

to manual feature engineering. 

2.3 Phishing and Social Engineering Detection 

One of the most popular first attack vectors is phishing. 

Area studies attempt to employ already developed natural 

language processing tools to inspect the content of the 

email, email sender metadata, and URL structure, and then 

use classifiers such as naïve Bayes, logistic regression, new 

recently transformer-based language models, etc., to 

classify phishing email with a high degree of accuracy. 

Greater attention is also paid to the WeChat app as a 

gateway to social engineering attacks, with attackers able to 

use generative AI to create very believable, customized 

http://www.ijarst.com/


Int. J. Adv. Res. Sci. Technol. Volume 15, Issue 10, 2026, pp. 10-16. 

www.ijarst.com                                                                   Rajesh et al.,                                       Page | 12 

phishing content (as described by studies sometimes as ‘AI-

augmented social engineering'). 

2.4 Fraud Detection in Financial and E-Commerce 

Systems 

AI models are extensively utilized in the financial sector to 

identify fraudulent transactions in real time by analyzing 

transactional behaviors and patterns. In the literature, these 

improvements in the rate of fraud detection and false-

positive burden to the fraud analysts have been shown to be 

achieved with ensemble methods, e.g., gradient boosting 

and random forest classifiers, and graph-based neural 

networks to model relationships between accounts and 

transactions. 

2.5 User and Entity Behavior Analytics (UEBA) 

UEBA systems use unsupervised and semi-supervised 

learning to help create a baseline of behavior for users and 

devices and alert for anomalies that could signify a 

compromise or insider threat. UEBA can identify the low 

and slow attacks which escape conventional controls, but it 

must be significantly tuned to reduce alert fatigue in the 

face of benign behavioral drift, according to literature. 

2.6 Adversarial Machine Learning and AI-Specific 

Threats 

There is growing work on the vulnerabilities of AI models 

of their own to adversarial manipulation [28],, such as 

evasion attacks (manipulating inputs to have models make 

incorrect predictions), data poisoning attacks (corrupting 

training data), and model extraction attacks (reverse 

engineering the proprietary model based on query access). 

This literature highlights the fact that AI in cybersecurity 

presents a fresh adversarial landscape that needs to be 

protected. 

2.7 Explainability and Trust in AI-Driven Security 

Systems 

In security scenarios, researchers have found that 

explainable AI (XAI) is important because SOC analysts 

won't trust or act on notifications based on an unexplainable 

model [24,25]. Several methods have been offered to help 

with making complex model outputs in security operations 

more interpretable, such as SHAP (Shapley Additive 

Explanations) or LIME (Local Interpretable Model-

Agnostic Explanations). 

2.8 Research Gap 

Although the literature shows good evidence for the 

performance of AI models in narrow and well-defined 

detection tasks, comparatively limited work focuses on how 

integration with AI models can be achieved with existing 

SOC workflows, how long AI models can remain valid in a 

changing concept or how researchers can standardize the 

benchmark to compare AI-based detection with traditional 

detection systems from diverse organizations. In this paper, 

we intend to fill this void by analyzing data from across 

multiple domains of application to see how adoption and 

performance trends are consolidated. 

3. Research Methodology 
 

3.1 Research Design 

A systematic literature review (qualitative data) and 

descriptive quantitative analysis of secondary data on AI 

application and detection performance in cybersecurity 

were performed. The choice of this design was made to 

ensure the depth in the concept achieved by synthesising 

scholarly literature and industry understanding of AI-driven 

security performance and depth from measurable trends. 

3.2 Data Sources 

• Peer reviewed scientific publications and conference 

proceedings related to AI uses in intrusion detection, 

malware analysis, anti-phishing and fraud prevention.  

• Industry threat intelligence reports and adoption and 

detection reports from cyber security vendors. 

• Illustrative survey data provided to represent the 

security professionals perceived benefits from AI, 

sorted for use in this analysis to show typical reported 

industry data.  

• Benchmark dataset results, publicly documented 

reported in the literature (e.g., NSL-KDD, 

CICIDS2017, UNSW-NB15).  

3.3 Sampling and Selection Criteria 

Only literature that was relevant to application of AI in 

cybersecurity has been selected, taking into account 

recency based on the last seven years, where it was possible 

to choose the literature most up-to-date related to the 

current state of research on deep learning-based approach, 

and methodological rigor. Additionally, sources that did not 

offer clear methodology and/or empirical evidence were not 

included in the performance comparisons but were included 

in conceptual and/or contextual discussion (as appropriate). 

3.4 Analytical Approach 

The quantitative data were summarized and presented using 

percentage of adopted, mean detection accuracy and false-

positive rate comparison between the two system types. All 

findings were presented in the form of tables for 

comparison and to show the trend and percentage 

distribution in bar, line and pie charts in relation to time and 

area of application. The main performance criteria 

highlighted in the analysis are detection accuracy, false-

positive rate and response/remediation efficiency. 

3.5 Research Variables 

Table 1: Description of Research variables 

Variable Description 

Detection 
Accuracy 

Percentage of correctly classified benign and 
malicious instances by the detection system. 

False 
Positive Rate 

Percentage of benign events incorrectly flagged 
as malicious, contributing to analyst alert 

fatigue. 

Adoption Proportion of surveyed organizations reporting 
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Rate active use of AI within a specific cybersecurity 
application area. 

Perceived 
Benefit 

Primary value driver reported by security 
professionals when adopting AI-based tools. 

3.6 Ethical Considerations 

In the present study no human subject data collection was 

made and no processing of any personally identifiable 

information took place, since the study has used only 

secondary and publicly available data. If survey data are 

provided to illustrate the pattern, the specific data are 

omitted and the figures reflect general patterns reported in 

the industry. 

4. Data Analysis 
 

This section will provide a quantitative analysis of the 

adoption and performance trends of AI in cybersecurity, 

including graphics based on data from the sources 

mentioned under methodology. 

4.1 Detection Accuracy Trend: AI/ML vs. Traditional 

Methods 

As seen in Figure 1, the number of accurate detections has 

risen over the last 7 years for systems using AI/ML as 

compared to the signature-based detection systems. AI/ML-

based systems have consistently improved their accuracies 

over the years, from around 78% in 2019 to 94% in 2025 

with advancements in deep learning architectures, bigger 

and better training datasets, and improved feature 

engineering. By contrast, traditional signature-based 

solutions demonstrate only modest improvement and stay at 

around 65%-69% accuracy and are only as effective as the 

threat signatures that are already known to them.  

 
Figure 1: Threat Detection Accuracy — AI/ML-Based vs. 

Traditional Signature-Based Systems (2019–2025) 

4.2 AI Adoption Across Cybersecurity Application Areas 

The adoption of AI in the cyber security domain is shown 

across six key categories of application, from an 

amalgamation of industry surveys in Fig. 2. Within the 

mature use cases for AI, intrusion detection is far ahead 

with 82%", The adoption rates are moderate for phishing 

detection at 71%, and fraud detection at 69%, and 

comparatively low for user behavior analytics at 64% and 

vulnerability management at 58% with both being relatively 

new technologies where different contextual data is 

presented as a challenge to successful modeling. 

 
Figure 2: Organizational Adoption of AI Across 

Cybersecurity Application Areas 

4.3 Perceived Benefits of AI Adoption 

To conclude, security practitioners anonymously responded 

to a survey about the top upside to implementing AI from 

their viewpoint; the results are represented in Figure 3. The 

most common benefits mentioned were faster threat 

detection (32%), reduction of false positives (22%) and 

automated response capability (19%). Protective threat 

intelligence (15%) and reduced workload for security 

analysts (12%) were also mentioned and suggest that 

organizations have an interest in AI beyond its ability to 

detect their problems. 

 
Figure 3: Perceived Primary Benefit of AI Adoption in 

Cybersecurity 

4.4 False Positive Rate Comparison 

Average false-positive rates are shown for five types of 

detection systems in Figure 4. In fact, traditional firewall 

rule-based systems and legacy antivirus products have 

much higher false positive (FP) rates (24% and 19% 

respectively) than AI-based network intrusion detection 

system (NIDS) (8%) and AI-based endpoint detection and 

response (EDR) products (6%). A layered strategy of using 

both AI-based anomaly detection and rule-based filtering 

has the lowest false positive rate that is found in the data 

that was reviewed (5%), so there may be a more 

operationally efficient answer using a combination. 
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Figure 4: Average False Positive Rate by Detection System 

Type 

4.5 Summary Table of Key Metrics 
 

Table 2: Summary of AI Adoption Rate and Estimated 

Accuracy Gain by Application Area 

Application Area 
AI Adoption 

Rate 

Avg. Accuracy Gain 

vs. Legacy 

Intrusion Detection 82% +25 pts 

Malware Analysis 76% +22 pts 

Phishing Detection 71% +18 pts 

Fraud Detection 69% +20 pts 

User Behavior 

Analytics 
64% +16 pts 

Vulnerability 

Management 
58% +14 pts 

 

 

5. Results And Findings 
 

5.1 Key Findings 

✓ Similarly, detection system relying on AI is 

continuously outpacing conventional signature-based 

detection methods in detection accuracy, as the 

performance gap actively increases as part of the 

evolution of the AI systems enabled by improved 

architectures and larger datasets of training material 

(see Figure 1). 

✓ The areas of intrusion detection and malware analysis 

are the most ready to use and common areas of AI in 

cyber security; vulnerability management is 

comparatively less developed, which is probably 

attributable to the fact that the context around 

prioritizing and prediction of vulnerability remains a 

bit more volatile. 

✓ Security professionals see AI as a rising star, but not a 

replacement yet, with the top use cases currently in 

consideration being increased speed of detection and a 

lower false positive rate, compared to a completely 

autonomous responder (Figure 3). 

✓ Among all of the types of systems evaluated, hybrid 

detection architectures with a mix of AI based 

detection and rule based filtering have been shown to 

have the lowest false positive rates of all (Figure 4), 

suggesting that AI is not a magic bullet and should 

not be used to replace, but rather complement existing 

controls. 

✓ However, the literature shows a consistent gap in 

overall performance of these techniques as there are 

still remaining challenges for their wider adoption for 

autonomous AI for security, including explainability, 

adversarial robustness, and data quality. 

5.2 Interpretation of Findings 

AI-based systems have performed consistently better than 

traditional methods for threat detection, signifying a general 

consensus in the industry that machine learning and deep 

learning are integral to contemporary threat detection 

essence. AI's reach, though, is not everywhere: the 

relatively underwhelming utilization in more contextually 

complex areas, like vulnerability management, risks and 

exploitability require less AI technology—at least at this 

stage—to be fully automated, while others, like network 

traffic classification, rely more heavily on pattern 

recognition. Two key points come into this: firstly, the most 

valuable feature is the reduction and false positive, which 

shows that there is an important nuance here: that the use of 

AI is not for its complete automation, but rather for 

augmentation of human analyst capability. In line with the 

continued focus on explainable AI and human-in-the-loop 

design as necessary ingredients to analyst trust and 

effective incident response efforts in the literature. 

5.3 Practical Implications 

• Deploy AI in high-volume use cases with pattern 

recognition detection, such as network intrusion 

detection or malware triage, where it is most 

established and there have been clear improvements 

in performance.demonstrates the clearest performance 

gains. 

• A hybrid approach with AI based anomaly detection 

and current rule-based and signature-based controls is 

likely to offer the optimal mix of detection efficacy 

and false-positive minimisation. 

• Investment in explainability tooling, such as SHAP 

and LIME, and analyst training on how to interpret 

AI-generated alerts will be critical for establishing 

trust for, and a proper action on AI recommendations. 

• With the dual use potential of AI and the emerging AI 

powered attack techniques, security teams need to 

proactively assess the AI models for adversarial 

manipulative capabilities. 

6. Conclusion 

This research has been presented in the form of a research 

paper in which literature synthesis and quantitative data 

analysis has been employed to highlight the year by year 

pivoting of the role of Artificial Intelligence in 

Cybersecurity. The evidence collected clearly shows the 

significant and quantifiable gains of generative AI-powered 
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detection systems over signature-based systems, especially 

in their ability to improve detection accuracy and decrease 

false-positives. The incorporation of machine learning and 

deep learning techniques in security applications has proven 

to be a game-changer, with systems being able to detect and 

respond to security threats faster and more accurately than 

ever before, such as in intrusion detection, malware 

classification, phishing detection and fraud prevention. 

Meanwhile, the findings of this study have also shown that 

AI is not a cybersecurity silver bullet. Significant and 

ongoing issues include the emergence of techniques for 

adversarial attacks, explainability of models, the resource 

time required for training and maintaining AI systems, and 

the situation of dual-use of AI systems for defence and 

attack. The results indicate that the most optimal and 

currently accepted value of using AI is a human-in-the-loop 

scenario where AI supports analyst decision-making, 

speeds up detection and triage, and diminishes the volume 

of false-positive findings, but human expertise takes 

precedence for strategic decisions, incident response and 

oversight. In conclusion, Artificial Intelligence is not a 

replacement for fundamental security measures, skilled 

security staff or layered security architectures; it is more a 

force multiplier. As security continues to grow in 

complexity, those organizations that do not rely solely on 

AI to improve their cyber resilience, but rather use AI as 

part of a larger, well-governed security strategy are better 

positioned to strengthen overall security. 

7. Future Scope 

Armed with the findings from this research, a number of 

avenues show promise to be explored as the scope of AI-

driven cyber security continues to grow: 

7.1 Explainable AI (XAI) for Security Operations 

Moving forward, we need to further refine and standardize 

the explainability paradigm for security use cases to 

facilitate the understanding and trust of SOC analysts in the 

effectiveness of AI alerts, especially in high-stakes 

scenarios. 

7.2 Federated and Privacy-Preserving Threat Intelligence 

Distributed AI, where AI models are trained together on 

multiple organizations without exchanging raw data, offers 

an opportunity for better threat detection models through 

access to more diverse and larger communities of threat 

intelligence while maintaining data privacy and regulatory 

compliance. 

7.3 Adversarial Robustness and AI-versus-AI Defense 

Future studies should focus on effective approach of model 

training, detection of adversarial examples and automated 

red-teaming of AI security systems, to guarantee its 

resistance to adversarial manipulation efforts, while 

adversaries continue to use AI to create automated and 

customized attacks. 

7.4 Generative AI for Both Defense and Threat Emulation 

While there are potential advantages for defenders, such as 

generating synthetic training data and automated threat 

assessments with generative AI, there are also potential 

hacky uses: phishing content generated by AI and deep fake 

social engineering. For future research, we suggest 

exploring governance mechanisms to guide responsible 

utilization of generative AI in offensive security testing and 

threat simulation. 

7.5 Integration with Security Orchestration, Automation, 

and Response (SOAR) 

The further integration of AI-driven detections with 

automated responses orchestration opens up the potential of 

reducing the MTTR, but there is need for deeper research 

into thresholds where AI can take action without any 

human approval required workflows. 

7.6 Standardized Benchmarking Across Organizational 

Contexts 

This should include standardized, cross industry 

benchmarks that can be used to fairly compare the 

performance of different sizes of organizations with 

different threat and security environments across different 

AI-based security tools, as mentioned in the literature, 

currently there is a lack of such benchmarks. 
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