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The increasing need for secure digital image protection has motivated the
development of robust and imperceptible watermarking techniques. This
work proposes an optical watermarking framework integrating phase
encoding, random phase modulation, Gyrator transform, Hessenberg
decomposition, and Umbrella-map-based chaotic scrambling for secure
watermark embedding and extraction. The performance of the proposed
scheme is evaluated using MSE, PSNR, SSIM, correlation coefficient,
histogram analysis, pixel correlation, and noise robustness. The extracted
watermark achieves an SSIM of 1 and a PSNR of 276.0824 dB, indicating
excellent structural fidelity and negligible reconstruction distortion.
Moreover, the watermark remains reliably recoverable under Gaussian
noise with a strength of 1.5, demonstrating strong noise robustness. The
results confirm that the proposed framework provides secure and high-
quality watermarking with effective protection against noise, making it
suitable for secure image communication, authentication, and copyright
protection.

© 2026 The Authors. This work is licensed under a Creative Commons Attribution 4.0 License. For more information,

see https://creativecommons.ora/licenses/by/4.0/

Introduction

employs a Fourier transform together with two
statistically independent random phase masks to

The rapid growth of digital technologies has increased
the use of digital images in healthcare, banking,
remote sensing, defence, multimedia communication,
and social networking. Since such images may
contain sensitive or copyright-protected information,
secure protection against unauthorized access,
manipulation, and illegal distribution is essential.
Consequently, image encryption and digital
watermarking have become important techniques for
secure communication, authentication, ownership
verification, and copyright protection. An effective
watermarking  scheme  should provide high
imperceptibility, security, robustness, and reliable
watermark recovery.

Optical image encryption has attracted considerable
attention because optical systems offer inherent
parallel processing capability, high computational
speed, and multiple degrees of freedom for encoding
information. One of the fundamental developments in
this field was the double random phase encoding

(DRPE)[1] technique introduced by Refregier and
Javidi in 1995. The conventional DRPE system
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convert the plaintext image into an encrypted
representation.Researchers have subsequently
investigated different optical transforms to improve
the flexibility and security of encryption systems.
These include the fractional Fourier transform[2], [3],
Fresnel transform[4], Hartley transform[5], [6],
Gyrator transform[7], fractional Hartley transform[8],
and [9], [10].

Among these transforms, the Gyrator transform
(GT) is particularly attractive for optical information
processing due to its rotational property and additional
transform parameter. Its rotation angle provides an
extra tunable parameter that can serve as a secret key,
while enabling flexible control of spatial-frequency
characteristics. These features make GT a promising
tool for secure and flexible optical image encryption.
Although optical encryption techniques provide
effective visual security, several investigations have
demonstrated that conventional DRPE-based systems
can be vulnerable to cryptanalytic attacks, including
chosen-plaintext attack (CPA)[11], known-plaintext
attack (KPA)[12], and ciphertext-only attack
(COA)[13]. Such vulnerabilities arise primarily from
the linear structure and symmetric nature of many
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conventional optical encryption architectures. To
overcome these limitations, asymmetric encryption
strategies have also been explored. For example, Qin
and Peng introduced an asymmetric optical encryption
approach based on phase truncation[14]. Although

asymmetric  processing improved the security
characteristics of optical encryption, subsequent
studies  reported  vulnerabilities to iterative

reconstruction and related attacks[15], [16]. These
observations emphasize the necessity of developing
encryption  architectures  with  stronger  key
dependency, improved asymmetry, and enhanced
resistance against different cryptanalytic attacks.
Phase encoding[17] has emerged as an effective
technique for optical image encryption because it
represents image information through a complex-
valued phase distribution. In this approach, the
intensity information of the original image is mapped
into a phase representation, thereby concealing the
direct visual appearance of the plaintext. Phase
images can subsequently be combined with random
phase modulation, optical transforms, chaotic
systems, and matrix decomposition techniques to
construct multilayer encryption architectures. Such
combinations provide additional degrees of freedom
for key generation and transformation, while also
making unauthorized reconstruction considerably
more difficult. Therefore, phase encoding can serve as
an effective preprocessing stage for secure optical
image processing.

In parallel with optical transforms, chaotic
systems[18], [19] have become an important
component of modern image encryption algorithms.
Chaotic maps exhibit properties such as sensitivity to
initial  conditions,  pseudo-random  behaviour,
ergodicity, and unpredictability, which make them
suitable for generating sequences used in pixel
permutation and diffusion. In the present work, the
Umbrella map is employed to generate a chaotic
sequence for scrambling and enhancing the security of
the encrypted image.

Mathematical decomposition methods have also been
increasingly incorporated into optical encryption
frameworks. Techniques such as equal modulus
decomposition[20], singular value decomposition[21],
[22], unequal modulus decomposition[23], [24], [25],
[26], [27], [28], random modulus decomposition[29],
[30], and Hessenberg decomposition have been
investigated for processing image information in
different transform domains. In the proposed
framework, Hessenberg decomposition is utilized to
introduce an asymmetric processing structure and to
strengthen the overall security of the encryption
architecture.

In addition to encryption, secure image
watermarking[31], [32], [33], [34], [35] has become
increasingly important for protecting intellectual
property and ensuring the authenticity and integrity of
digital content. Watermarking provides information
for ownership, authentication, copyright, and content
verification, but must balance imperceptibility,
robustness, capacity, and security. Unprotected
watermark embedding may allow unauthorized
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extraction, modification, or removal. Integrating
watermarking with optical encryption, chaotic
scrambling, and matrix decomposition can enhance
security while preserving the quality and robustness of
the recovered image and watermark, enabling secure
image communication and authentication.

Motivated by these considerations, this paper
proposes a secure optical image encryption and
watermarking framework based on the Gyrator
transform,  Hessenberg  decomposition,  phase
encoding, and  Umbrella-map-based  chaotic
scrambling. The Gyrator transform introduces an
additional transform parameter, while Hessenberg
decomposition contributes an asymmetric processing
stage. The Umbrella chaotic map is employed to
generate pseudo-random  sequences for image
scrambling, thereby improving the confusion
characteristics of the cryptosystem. The watermarking
component further enables secure embedding and
recovery of additional information for applications
such as copyright protection, authentication, and
secure image communication. The performance of the
proposed method is evaluated using reconstruction

quality, statistical characteristics, key sensitivity,
differential attack analysis, and robustness tests
involving noise and occlusion. The results

demonstrate the potential of the proposed framework
for secure transmission and protection of digital
images.

The remainder of this paper is organized as follows.
Section 2 presents the theoretical foundations of the
proposed framework. Section 3 describes the
watermark embedding and extraction procedures.
Section 4 presents the experimental and security
analyses. Finally, Section 5 concludes the paper.

2. Basic terminology

In this section, we discuss the mathematical
transforms and decomposition in detail.

2.1 Gyrator transform

The Gyrator Transform (GT) is a linear canonical
integral transform that extends the Fourier transform
by introducing a rotation parameter. It provides a
continuous transition between spatial and frequency
domains. For a 2-D function f(x,y), the GT is
defined mathematically as

(Ga) wv) = [ f(x, y)Ka(x, y, u, v)dxdy

1

where, kernel is defined as:

(ux+vy)cosa—(uv+xy)

1 .
K,(x,y,u,v) = mexp [127'[

)

Its rotation parameter determines the transformation
characteristics. For & = 0, no rotation occurs and the
GT reduces to the identity operation. At a = ig, it

becomes equivalent to the Fourier transform and
inverse Fourier transform. Since the transformation
represents a rotation, it is periodic with period 2m, i.e.,
a rotation by2n restores the original representation.

2.2 Hessenberg Decomposition

Hessenberg Decomposition (HD) is a matrix
factorization method that transforms a square matrix
into a Hessenberg matrix through a similarity
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transformation involving a unitary matrix. This
decomposition is widely used in numerical linear
algebra because it simplifies matrix operations while
preserving the eigenvalues of the original matrix. The
decomposition of a square matrix A can be expressed
as
A=PHP*

e
Here, A is any square matrix, P is unitary matrix i.e.
PP* = P*P = [ and H is Hessenberg matrix i.e. H is a
matrix in which all entries below the first sub-
diagonal are zero.
2.3 Umbrella Map
The Tinkerbell map is a two-dimensional nonlinear
discrete chaotic system defined:
Xpp1 = X5 =Yg +ax, + by,
(4)
Yn+1 = anyn + CXn + dyn
()
where denotes the iteration number, and are the state
variables, and are system parameters.
A modified form of the Tinkerbell map, known as the
Umbrella map, is obtained by incorporating the sine
function into the nonlinear terms. It is expressed as
X1 = sin (x7) — yy +asin (x,) + by,
(6)
%/7“)“ = sin (2x,,)y, + csin (x,) + dy,
Here, n-represents the iteration index, while a, b, ¢, d
are the control parameters. In this study, the parameter
values are selected as a=0.874, be(—0.6013,0.5142),
c=2, and d=0.5, with initial conditions x, = 0.1787
and y, = 0.178. These values are used for the
numerical generation of the chaotic sequence.
3 Proposed Watermarking Scheme
The proposed watermarking framework is designed to
provide secure embedding and reliable extraction of a
phase-encoded image.
3.1 Watermarking Embedding
Step 1 Let I, denote the input grayscaleimage of size

256 x 256. The normalized image is

RPM1

converted into a phase-only representation
and stored as |

I = exp [i27l,] (8)

Step 2 The phase image is multiplied with RPML1 to
introduce an additional random phase
component the output is stored as I;

I, = I x RPM1 9)

Step 3 The modulated phase image is then subjected
to aGyrator Transform (GT)with an
appropriate rotation parameter « and the
output is stored asl,

I, = GT(I, @) (10)

Step 4 L,pixels are scrambled using Umbrella map,
and the result is stored as H, which is
mathematically given as:

I3 = Scrambling (I,, Umbrella map)

(11)

Step5The scrambled transform-domain matrix is then

subjected to Hessenberg decomposition.

[keyl, H] = HD(I3)

(12)
Here key1 is stored as private key which is
used in extraction process.

Step 6 The resulting encrypted representation is
further multiplied by a second independently
generated random phase mask RPM2 and
output is stored as 1,

I, = H x RPM2 (13)

Step 7 After the second random phase modulation, the
resulting data is processed through another
Gyrator transform and output is stored as I

Is = GT(I,, a3) (14)
key2 = angle(ls) (15)
Is = abs(Is) (16)

Step 8 The encrypted image is embedded into the host
image K with an attenuation factor ato
obtain the watermarked image I, which is
mathematically represented as:

L =K+axIg (17)

The complete watermarking process’s flow chart is

shown in Fig. 1.

RPM2 Host

Fig. 1 Schematic flow chart of watermarking algorithm.

3.2 Watermarking Extraction Process

The watermark extraction process is comparatively

straightforward and primarily involves the inverse

operations of the embedding procedure.

Step 1 Initiallythe host image K is subtracted from the
watermarked image I; and divided by the
attenuation factor a to obtain the encrypted
watermark I,. It is then multiplied by key?2 to
obtain I, the output is stored as D, given by:
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fjr
AP‘Umbrella Map]—) HD GT PT >K)
PR
A
Key1 Key2
D, = 17:( x key?2 (18)
Step 2 Djundergoes the inverse Gyrator transform
(IGT) with angle —a,, followed by

multiplication with Conj(RPM2), output is
stored as D,

D, = IGT[D;, —a,] X Conj(RPM2)
(19)
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Step 3 D, is subjected to the inverse Hessenberg Step 5 D,is subjected to the inverse Gyrator

decomposition using key1, output is stored transform with angle —a; and multiplied

as D by Conj(RPM1) to recover the phase image
D; = keyl x D, X key1' output is stored as Dy

(20) Ds = IGT[D,, —a;] X Conj(RPM1)
Step 4 The pixels of D; are descrambled using the (22)

inverse Umbrella map to obtain D,: Finally we get Ds as our extracted image. The flow
D, = Descramble(D;, Umbrella map) chart is given in Fig. 2.

(21)

Host Conj(RPM2) Conj(RPM1)

Inverse
IGT IHD Umbrella Map IGT
Key2 Key1

Fig. 2 Schematic flow chart of extracting algorithm
. simulations were performed using grayscale images of
4 Experimental Validation varying dimensions. For illustration, the results
The proposed encryption scheme was implemented obtained for the Lena image with a size of 256 x 256
and tested in MATLAB R2025b on a computer pixels are presented in this section. The original,
featuring an Intel Core i7 processor and 32 GB of  watermarked, and decrypted images are shown in Fig.
RAM. The experimental results are presented and 3. It can be observed that the watermarked image
analysed in detail to demonstrate the effectiveness, preserves the visual appearance of the host image
robustness, and security of the proposed encryption  while embedding the encrypted information with

framework. minimal perceptual distortion. The embedded
information remains imperceptible under normal
4.1 Visual Analysis visual inspection, indicating the effectiveness of the

To assess the security, robustness, and computational  proposed watermarking scheme.
efficiency of the proposed cryptosystem, extensive

Fig. 3 Visual results corresponding to (a) Input image,
(b) Watermarked image, and (c) Extracted image. cC = cov(1',DI5) 23)
In contrast, the decrypted image closely resembles the a110DI
original input image, demonstrating the accurate Wwhere,  I'denote input image and DI denote
recovery capability of the proposed approach. These  decrypted image. The term cov(IP, DI) represents the
results confirm that the proposed scheme effectively — covariance between input and decrypted images,
conceals the embedded information while maintaining ~ while ¢;p, op; correspond to the standard deviations
the visual quality of the watermarked image and of the input and decrypted images. A CC value close
enabling reliable information recovery. Computational ~ to 1 indicates high similarity, whereas a value close to
Complexity for the proposed process requires O indicates negligible correlation.
approximately 1.522 s for watermarking and 1.779 s  For the proposed scheme, the CC between the input
for the complete watermarking and extraction process.  and decrypted images is 1, demonstrating accurate

4.2 Correlation Coefficient image reconstruction. In contrast, the CC between the
The Correlation Coefficient (CC) is used to measure input and encrypted images is 0.0031, which is very
the similarity between two images. It is defined as close to zero and indicates that the encryption process

effectively removes the statistical correlation of the

www.ijarst.com Tomer and Kumar Page 2650
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original image. For watermarking, a high CC between
the original and extracted watermark indicates
successful and reliable watermark recovery.

4.3 Mean Squared Error (MSE)
The mean squared error (MSE) is a commonly used
quantitative measure for assessing the reconstruction
quality of an image. It represents the average squared
difference between the corresponding pixel intensities
of the original input image and the decrypted image.
The MSE can be expressed as
MSE = —— SIS T30 G, ) — Dis (i, )]

MXN j=0 5
(24)
I'(i,j) and DIs(i,j) denotes the pixel values at
position (i,j) in the input and decrypted images
respectively.While, M and N represent the dimensions
of the image. A smaller MSE value indicates a lower
reconstruction error and, consequently, greater
similarity between the input and decrypted images. In
the proposed method, the obtained MSE value
is2.4647 x 10728, which is very close to zero. This
indicates that the decrypted image closely reproduces
the original image, thereby confirming the high
reconstruction accuracy of the proposed encryption
framework.

4.4 Peak Signal to Noise Ratio (PSNR)

The Peak Signal-to-Noise Ratio (PSNR) is a widely
used objective measure for evaluating the quality of a
reconstructed or recovered image with respect to its
original counterpart. It quantifies the level of
distortion introduced during the processing by relating
the maximum possible pixel intensity to the mean
squared error (MSE) between the original and
extracted images. A higher PSNR value generally
indicates  lower  reconstruction  error  and,
consequently, better image fidelity.The PSNR can be
expressed as

max?

PSNR = 10log;o ()
(25)

where max denotes the maximum possible intensity
value of a pixel, while MSE represents the mean
squared error between the original and extracted
images. For an 8-bit grayscale image, the maximum
pixel intensity is 255.

The PSNR obtained for the proposed algorithm
is 276.0824dB. The relatively high PSNR value
demonstrates that the reconstructed image maintains a
high degree of similarity with the original image, with
only a negligible amount of distortion.

Therefore, the obtained PSNR result confirms the
effectiveness of the proposed scheme in achieving
high-quality image reconstruction.A comparative
analysis of PSNR and MSE of our proposed scheme
with some other articles is given in Table 1.

www.ijarst.com

Metric | R. Archana | Qingtan | Proposed
es Yadav etal.[36] | g Su et | Scheme
and P al.[37]
Singh[3
5]
PSNR | _ 82.7337 | 42.8764 | 276.0824
dB dB dB
MSE 1.025 8.1213 | - 2.4647
x 10* x 10713 x 10728

Tomer and Kumar

Table 1. Comparative analysis of PSNR and MSE.

4.5 Structural Similarity Index Metric

The Structural Similarity Index Measure (SSIM) is a
widely adopted full-reference metric for evaluating
the perceptual quality of an extracted image with
respect to its corresponding original image. In the
proposed watermarking framework, SSIM is used to
quantify how effectively the embedded watermark
information is recovered during the extraction
process. Unlike conventional error-based measures,
SSIM evaluates image similarity by considering three
important components: luminance, contrast, and
structural information. Its value generally ranges from
—1 to 1, where a value closer to 1 indicates a higher
degree of structural similarity. The SSIM between the
original I' and the extracted watermark DI is defined
as

SSIM(I,D) =
(26)

(2u;1up15+C1 ) (2c0v(1',DIs ) +C2)

(”12’ +“12715 +Cl)(012’ +UIZ’15+CZ)

where w; and pp,, represent the mean intensities of
the original and extracted watermark images,
respectively. The quantities 012, and al%,s denote their
respective variances, whereas cov(l’, DI) represents
the covariance between the original and extracted
watermarks. The constants C; and C, are  small
positive values introduced to ensure numerical
stability and avoid division by zero.

For the proposed watermarking scheme, an SSIM
value of 1lis obtained between the original and
extracted watermark images. The value being very
close to unity indicates that the extracted watermark
retains almost all the structural characteristics of the
original watermark. This result demonstrates the high
fidelity and accuracy of the watermark extraction
process, confirming that the proposed scheme can
recover the embedded information with negligible
structural distortion.

4.6 Statistical Attack Analysis Histogram and 3D
Plots

Histogram analysis is an important statistical tool for
evaluating the security and visual characteristics of
image encryption and watermarking schemes. It
represents the frequency distribution of pixel intensity
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levels and can be used to examine the extent to which
the statistical properties of an image are altered during
the processing stages.

As shown in Fig. 4, the histogram of the watermarked
image exhibits a distribution that differs considerably
from that of the original image. This alteration in the
intensity distribution indicates that the watermark
embedding and associated encryption operations
effectively modify the statistical characteristics of the
host image, thereby reducing the possibility of direct
statistical analysis. At the same time, the watermarked
image maintains its visual content with only limited
perceptual distortion.

Furthermore, the histogram of the extracted
watermark closely follows the distribution of the
original watermark, demonstrating the accurate
recovery of the embedded information. The high
similarity between the original and extracted
watermark histograms confirms that the proposed
scheme  preserves the  essential  statistical
characteristics of the watermark during the embedding
and extraction processes. Overall, these results
demonstrate the effectiveness of the proposed
watermarking ~ framework in  providing secure
information embedding, statistical concealment, and
reliable watermark extraction

800 (a)

(b)

600 600

400 400

200 200

0

50

0 100

0.2

0.4 0.6 0.8
Fig. 4 Histogram of (a) Input image, (b) Watermarked

image, and (c) Extracted image.

Three-dimensional (3D) surface plots provide a visual
representation of the spatial distribution of pixel
intensities and are useful for examining variations in
image structure. In the proposed watermarking
framework, 3-D surface analysis is employed to
investigate the changes introduced during the
watermark embedding and extraction processes and to
assess the preservation of the host image
characteristics.

As depicted in Fig. 5, the 3-D surface corresponding
to the original image exhibits a relatively smooth and
coherent profile, reflecting the spatial continuity and
inherent correlations of the image content. After
watermark embedding, the surface profile of
the watermarked image shows noticeable variations

1,(a) 300, (b)

200

100

Fig. 5 Three-dimensional surface representations of
(@) Input image, (b) Watermarked image, and (c)
Extracted image.
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800

(c)

600

400

200

0

150 200 250

0
compared with the original image. These changes

0.2 0.4 0.6 0.8 1

indicate the modifications introduced by the
embedding operation while retaining the overall
spatial characteristics of the host image. The absence
of excessive surface distortion further suggests that
the watermark is embedded without causing

significant degradation to the host image.

Furthermore, the 3-D surface plot of the extracted
watermark closely follows the spatial profile of the
original image, demonstrating the effectiveness of the
proposed extraction mechanism. The structural
correspondence between the original and extracted
watermark surfaces confirms that the embedded
information can be recovered with high fidelity.
Therefore, the 3-D surface analysis provides
qualitative evidence of the imperceptibility of
watermark embedding and the reliable recovery of the
embedded information, supporting the overall
effectiveness of the proposed watermarking scheme.

W

100

4.7 Noise Attack Analysis

During practical transmission and storage, the
watermarked image may be affected by channel or
environmental noise, which can degrade the quality of
the extracted watermark. Therefore, the robustness of
a watermarking scheme should be evaluated under
different noise conditions to determine its ability to
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preserve the embedded information. In this
study, additive Gaussian noise is introduced into the
watermarked image to simulate a noisy transmission
channel. The noisy watermarked image can be
represented as

noisy image = ciphertext + o X N

@7)

where ¢ denotes the noise strength, and Nis a
Gaussian random variable with zero mean and unit
variance.

To investigate the noise resilience of the proposed
watermarking scheme, the watermarked image was
subjected to different levels of Gaussian noise,
followed by the watermark extraction process. The
extracted watermark was then compared with the
original watermark using appropriate  quality
measures. The experimental results demonstrate that
the embedded watermark remains recognizable even
as the noise intensity increases.

Fig. 6 Watermark extraction results under varying
levels of additive Gaussian noise when noise strength
@o=05(b)g=1,and(c)oc =15

In particular, the proposed scheme maintains
satisfactory extraction performance at a noise strength
of 1.5, indicating its ability to tolerate a considerable
level of additive noise. This behaviour demonstrates
the robustness of the proposed watermarking
framework against noise-induced distortions and
confirms its suitability for reliable watermark
transmission over imperfect communication channels.
4.8 Correlation Distribution Analysis

Pixel correlation analysis is performed to evaluate the
extent to which the proposed encryption scheme
disrupts the spatial dependency between neighbouring
pixels. For this purpose, 5000 pairs of adjacent pixels

(a)

08¢
0.6t
0.47¢

0.2¢

0 0.5 1

Fig. 7 Correlation distribution plot (a) Input images,
(b)Encrypted image.

5 Conclusion

In this work, a secure and robust optical watermarking
framework based on phase encoding, random phase
modulation,  Gyrator  transform,  Hessenberg

www.ijarst.com
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k.

are randomly selected along the diagonal direction
from the input and encrypted images, as illustrated in
Fig. 7. The input image exhibits a distinct linear
pattern, indicating a strong correlation among
neighbouring pixels, which is a characteristic feature
of natural images. In contrast, the encrypted
image shows a widely scattered and irregular
distribution of pixel pairs, demonstrating a substantial
reduction in spatial correlation. The pronounced
difference between the pixel distributions of the input
and encrypted images indicates that the proposed
scheme effectively obscures the inherent spatial
relationships and statistical characteristics of the
original image. This behaviour enhances the
confidentiality of the embedded information and
reduces the possibility of exploiting pixel
dependencies through statistical or correlation-based
attacks.

0 100
decomposition,
scrambling has

200 300
and Umbrella-map-based chaotic
been presented. The proposed
approach  effectively  embeds  phase-encoded
information into a host image while preserving its
visual quality and enabling reliable watermark
extraction. The experimental results demonstrate
excellent reconstruction fidelity, with an SSIM of 1
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and a PSNR of 276.0824dB, confirming the high
structural similarity and negligible distortion of the

Statistical and structural

analyses further validate the effectiveness of the
proposed framework. In addition, the scheme exhibits
satisfactory resilience against additive Gaussian noise,
with reliable watermark recovery maintained at a
noise strength of 1.5. Overall, the obtained results
establish that the proposed watermarking framework
offers a favourable combination ofimperceptibility,
extraction accuracy, and robustness, making it a
promising solution for applications involving image

authentication,

copyright protection, and secure

multimedia communication.
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